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Data Security and GDPR
EPI-USE labs Data Privacy Suite for SAP® solutions
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Clients buy from companies they trust.

Continuous compliance for regulations like GDPR, POPI & CCPA. 

Get a pre-configured, SAP certified SAP add-on for the GDPR’s ‘Right to be Forgotten’, 
data Subject Access Requests and data archive automation.
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Data Secure™

Data Disclose™ Data Redact™

Data Retain™
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Data Disclose, Data Redact and Data Retain are built on a solid 

foundation of existing technology and Intellectual Property. 

Our Data Privacy Suite leverages our industry-leading Data Sync 

Manager Suite™ which offers a semantic understanding of your SAP 

environment and provides data sub-setting and secure rule-based 

masking capabilities.

Data Disclose, Data Redact, Data Retain

Data Privacy Suite
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Instantly search an SAP landscape to locate, retrieve and present a 

subject’s data footprint with an encrypted PDF download.

Benefits:

Automated, fast search across all ABAP systems (ERP, CRM, HCM, SRM, 

BE) including non-SAP systems via predefined APIs.

Leveraging trusted technology

Data Disclose
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DEMO
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Intelligently alter or clear sensitive or personally identifiable data in 

SAP systems without removing the complete record, while ensuring 

referential integrity is not at risk.

Benefits:

Reporting of non-sensitive data is not affected. Comply with legislation 

requiring the removal of data, without costly archiving or custom 

deletion solutions. 

Leveraging trusted technology

Data Redact
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DEMO
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Proactively find data subjects for redaction based on a set of flexible 

rules which can be automatically scheduled or run manually, based on 

your compliance needs.

Benefits:

Keep your systems compliant and get ahead of erasure requests

with a standard policy response.

Leveraging trusted technology

Data Retain
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D A T A  P R I V A C Y  S E R V I C E S
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Mass data removal services

§ Clear historical data, without the need for complex archiving 

projects

§ Technology used to support Data Redact™ can be leveraged to 

allow mass record selections and parallel processing 

§ The consultant will also assist with the exact definitions of the data 

that should be removed in the initial clean up and how to select 

those records

Remove data for GDPR data privacy compliance, using 

Data Secure and the SAP Data Privacy suite
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§ An collaborative workshop followed by an in-depth system analysis

§ Providing SAP solution expertise, with a background of implementing privacy 

projects in multiple industries throughout the globe. We can help mediate 

functional, compliancy and testing needs with real examples and impacts to lead to 

a clear requirement moving forward. 

§ Data Discovery – leveraging our in depth knowledge of the SAP data model and 

unique IP processes we search the SAP database and collate PII Data items

§ We work with and facilitate the review of non SAP appliances to feed the mapping 

and transformation requirements.

§ After the analysis, you will be presented with a detailed report which outlines

§ Production and non-production privacy requirements

§ Retention process flows 

§ SAP object definitions and integrations of data

§ Cross system integrations and data alignments

§ Detailed table and field analysis showing the Personally Identifiable 

information in you SAP environment.

Data privacy workshop and system analysis
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Data privacy workshop and system analysis
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Decommission and Archiving

Store your archived Data in an 
ISO 27001-certified platform, with secure, role-based access and extensive audit trails
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Sunset applications while retaining 
secure, role-based access to your 
data and associated reports.
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Business drivers

Retirement of legacy systems
Reduce operational costs by retiring 
legacy systems which are either 
expensive to support or running on 
platforms which are insecure. Legal 
retention periods for business data delay 
the retirement of legacy systems. 
Archive Central provides 
a modern data management platform for 
record management.

Right-sizing of ERP systems
Business are looking for solutions to 
control and limit data growth in their 
ERP systems. This includes options to 
extract and archive data and documents 
they no longer require immediate access 
to. Archive Central provides a simplified, 
secure repository into which you can 
unload data, making your ERP system 
more cost-effective.

Business Divestments
Divestments of business occur for a 
number of reasons. Archiving provides a 
controlled mechanism for sharing 
relevant master and transactional data 
for regulatory, operational and 
governance reasons

Business drivers for archiving typically revolve around retiring, right-sizing and providing access to application data after a business 
divestment or acquisition. 
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Introducing Archive Central

Simple to import
Import your legacy data into a secure, 
searchable web-based repository that 
has enterprise-grade security and 
scalability. 

Role-based access 
Offers fine-grain control for managing 
which roles have access to data subsets. 
Detailed audit capability will ensure you 
meet any audit or legislative 
requirements.

Keep data secure
Any sensitive information such as PII 
can be  encrypted for security and 
regulatory compliance. Backups and 
disaster recovery is included, leveraging 
Azure.

Move your business to modern applications, while keeping access to valuable business data for historic and compliance purposes.
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Built-in audit trail and role management
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Dashboards and reporting
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Configure data collections and search indexes
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SYSTEM ANALYSIS EXAMPLES
to support Archive Central discussions
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§ The DSMr  effectively assesses your SAP system without extracting or exposing any sensitive business data. This 

means that Personally Identifiable Information (PII) such as usernames, passwords, and personnel numbers remain 

protected.  The DSMr returns detailed information including for example

§ software versions

§ kernel patch levels

§ SAP component levels

§ add-ons

§ custom table definitions

§ table sizes,

§ including database-specific details such as index cluster ratios

§ The end client can also download and review the extracted XML files before sending them to EPI-USE Labs for 

analysis

Data Sync Manager Readiness Assessment (DSMr)
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Analysis of transactional and master data areas across all functional areas.
Functional Data Footprint (sample)

§ View data distribution patterns across 
modules for planning purposes

§ Identify archiving and redaction 
opportunities 

Business benefits:
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Insights into all configured enterprise structures and associated dependencies.
Enterprise Structure (sample)

§ Identify complexity areas, and 
ensures project team members are 
aware of configured structures

§ Validate baseline planning 
assumptions for structural business 
changes

Business benefits:
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Easily review accounting document distribution across time and 
enterprise structures.

Accounting Data (sample)

§ Assess complexity of GL Migrations 
or balance transfers

§ Identify data for redaction or archiving
§ Determine right-sizing opportunities

Business benefits:
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Offers insight into your HCM and Payroll implementation and data volumes.
HCM and Payroll (sample)
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Archive Central

Simple to import
Import your legacy data into a secure, 
searchable web-based repository that 
has enterprise-grade security and 
scalability. 

Role-based access 
Offers fine-grain control for managing 
which roles have access to data subsets. 
Detailed audit capability will ensure you 
meet any audit or legislative 
requirements.

Keep data secure
Any sensitive information such as PII 
can be  encrypted for security and 
regulatory compliance. Backups and 
disaster recovery is included, leveraging 
Azure.

Move your business to modern applications, while keeping access to valuable business data for historic and compliance purposes.
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Operating in 49 countries
around the world

Local presence and partnerships 

GLOBAL FOOTPRINT
LOCAL PRESENCE
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Group Companies

The Group prides itself on a 

well-deserved reputation as a global 

company that is able to deliver 

consistent excellence in its field, 

across all industries



Copyright by EPI-USE Systems Limited. Confidential and proprietary.

groupelephant.com is able to effectively and efficiently service the needs of global clients, 

while addressing the objectives inherent in ‘Beyond Corporate Purpose: Elephants, Rhinos & People’. 

The Group has earned a strong reputation around the globe for successfully and 

cost-effectively addressing challenging technology-related issues for large, complex organisations and 

its client portfolio includes some of the largest and most respected multinational corporations.
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