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AGENDA

Challenges our customers are facing with SAP security

How to manage interconnected risk as your enterprise ecosystem continues to expand
SAP Threat Intelligence Report

The CISQO’s involvement & challenges in SAP system management and security

Takeaway
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Challenges
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Interconnected Risk is Increasing

b

Cloud

EVAPORATING THE +
PERIMETER

+*

Compliance
DRIVING STRICTER AND >4
MORE COMPLEX CONTROLS \

Cyber Attackers
EVOLVED TO TARGET MULTIPLE,

NEW ATTACK VECTORS

Digital
Transformation

FORCING VELOCITY NOT

SECURITY

&)

Constant Change

DISRUPTING BUSINESS
OPERATIONS
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ONAPSIS & SAP THREAT INTEL

Active, ongoing, and pervasive global attacks targeting SAP instances

“‘Hackers are targeting certain versions of
enterprise software from SAP SE that haven't
been updated with recent security patches.
Successful hacks can ‘lead to full control of

400+ 107+ 18 unsecured SAP applications,”

CONFIRMED HANDS-ON UNIQUE
EXPLOITATIONS ATTACKS COUNTRIES
*may include VPS / TOR About SAP SE / SAP News Center / Ecosystem

SAP and Onapsis Proactively

Notify and Help Customers
Protect Mission-Critical

Applications from Active
<72 hS <3 hs Cyber Threats

SAP PATCH NEW SYSTEM
RELEASE TO ONLINE TO BEING “Impacted organizations could experience:
EXPLOITATION EXPLOITED * theft of sensitive data,

* financial fraud,

* disruption of mission-critical business processes,
e ransomware, and

* halt of all operations.”
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Complexity
Digital Transformation
Attacks

Impact
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ONAPSIS BRINGS BUSINESS-CRITICAL APPLICATIONS INTO SCOPE
Unprecedented visibility into business-critical applications across your enterprise
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ASSESS DEFEND CONTROL COMPLY

Vulnerability Management Threat Momtoning DevSecOps PRanCe

THE ONAPSIS PLATFORM
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WHY ONAPSIS

onapsis platfarm
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Q WHY ONAPSIS
;’ SAP Endorsed App

Premium Certified

!
)

Automation

Simplification
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Q BENEFITS
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. Agility

Business Enabler

« Cost Reduction

Risk Reduction




Jonathan.cooper@onapsis.com

linkedin.com/company/onapsis

<ONAPSIS.COM >

PigitalTrust

/] ONAPSIS




