
Simplify work life. 
Achieve more.

Purge of data: 

Making your solution 
secure and GDPR-
compliant
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1,5 m +
employees served 
monthly across all HR 
solutions

78 Million
OUR 2020 REVENUE EUR

KEY NUMBERS PART I

300,000 +
employees served 
monthly through payroll 
services

300+
clients

OUR LOCATIONS

We are an international 
company

AND DISTRIBUTION

INDIA
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We have competent, local 
service centres

22 
Local service centres

167
Certified Consultants

14
Languages spoken

KEY NUMBERS PART II

INDIA
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Our product groups

Strategic HR

Core HR

Payroll
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Performance 

management

Competence LearningRecruitment Analytics

Digital personnel

archive

Employee digital 

management

Time and 

attendence

Absence 

management

Sick leave monitoring

and follow up

Employee scheduling

and planning

AnalyticsTravel and expenses

Cloud Multi country Analytics
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Source: 20 biggest GDPR fines so far [2019, 2020 & 2021] – Data Privacy Manager

GDPR Fines

https://dataprivacymanager.net/5-biggest-gdpr-fines-so-far-2020/
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Systems in scope:

ERP (HCM + Payroll)

SuccessFactors

BW

SAP Helpdesk

Countries:

…

…

What is it about?

SuccessFactors

ERP

BW

Helpdesk

3rd party HR 
systems



© zalaris 2021 Page 7

• Each customer has its own unique setup

• The solution is not very attractive

• Each subsystem affects other ones

• Each customer has its own unique internal processes

• SAP standard doesn’t address all our requirements

• The data is extremely sensitive

• The data is essential

Complex SAP system 
landscape => Challenges
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• Each customer has its own unique setup

• The solution is not very attractive

• Each subsystem affects other ones

• Each customer has its own unique internal processes

• SAP standard doesn’t address all our requirements

• The data is extremely sensitive

• The data is essential

How do we overcome 
complexity issues​

1. All different – all equal: Tailoring the approach for 
the customer

2. Collaboration workflow: Transparency, 
decomposition, iterations

3. Going beyond SAP standard

4. Thorough risk management

Complex SAP system 
landscape => Challenges



Simplify work life. 
Achieve more.

How do we 
overcome 
complexity issues

1. All different – all equal: Tailoring the 
approach for the customer

2. Collaboration workflow: Transparency, 
decomposition, iterations

3. Going beyond SAP standard

4. Thorough risk management
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4 Approaches to compliance

Tools, user guide, 
recommendations / 

best practices

Manual purging

Requirements Set-up of purging 
rules

Refining of the 
requirements

Purging on demand 
using most relevant 

tools

Ad-hoc requests 
(what, when, how 

much to purge)

GDPR-
compliance

☺

Set-up of purging 
rules

Requirements

No data 
purging

 Choosing of 
the approach

Purge of data in the end of purpose
From 0 to full GDPR-compliance

GDPR Responsibility:
- Zalaris (Data Processor) 
- Customer (Data Owner)

1 + 2 Zalaris standard

3 For experienced users

4 Full expertise of Zalaris



Simplify work life. 
Achieve more.

1. All different – all equal: Tailoring the approach 
for the customer

2. Collaboration workflow: Transparency, 
decomposition, iterations

3. Going beyond SAP standard

4. Thorough risk management

How do we 
overcome 
complexity issues
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Requirements

Implementation

Testing and approval

4. Full onboarding CustomerZalaris
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Explore Build

4. Full onboarding: Collaboration workflow: SAP
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Implement approved rules

Identify rules which are not 
triggered according to agreement

Adjust rules and provide 
explanation

Approve adjusted rules

Debug and clarify the root cause

During Pre-study it is not possible to identify all dependencies 
=> some of them will be identified during Build

Country specific template

Fill template with desired 
deletion rules

Analyze rules and normalize 
according to SAP logic

Approve normalized rules



© zalaris 2021 Page 14

4. Full onboarding: Collaboration workflow: 
Requirements’ template
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4. Full onboarding: Timeline

Week 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15

P000

E000

R000

T000

D000

Prepare

Explore

Realize-Build

Realize-Test

Deploy

PHASE



Simplify work life. 
Achieve more.

How do we 
overcome 
complexity issues

1. All different – all equal: Tailoring the approach 
for the customer

2. Collaboration workflow: Transparency, 
decomposition, iterations

3. Going beyond SAP standard

4. Thorough risk management
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Zalaris

Standard

Solution

SAP Standard Solution

Solution
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• Info-type has a corresponding ILM object

• Certain info-types -> common ILM object

• Object HRPA_PERNR -> whole employee

• Custom info-types -> custom ILM objects

• Objects includes ITs, tables, clusters, etc.

• Field level deletion -> data substitution

SAP: ILM objects

0002

0008

0006

2002

2006

HRPA_PERNR

HRPA_ADRS

HRTIM_QUOT

Info-types
ILM objects
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SAP Standard Solution

Solution

BW ERP ILM

New IT ILM objects

Custom IT’s (IT9xxx)

Standard IT’s (e. g. 
IT0419)

Cloned standard ILM 
objects -> Data purging in 

custom tables

IT2xxx for Sick-leave 
follow-up

…

SAP Helpdesk tickets Field level data purging

SF DRTM
SAP Helpdesk standard 

data purging tool

Additional development to ERP ILM



© zalaris 2021 Page 20

SuccessFactors

All

DRTM Audit Data

DRTM Master 
Data

Compensation

DRTM 
Compensation / 

Variable Pay

Employee 
Central 

DRTM 
Employment 
Information

DRTM Person 
Information

DRTM Workflows

Employee 
Profile

DRTM Employee 
Profile

Recruiting

DRTM Inactive 
Candidate Purge

DRTM Inactive 
Application Purge

DRTM Recruiting 
Read Access Log 

Purge

Succession and 
Development

DRTM Career 
Worksheet

DRTM Learning 
Activity Purge

DRTM 
Development 

Objective

DRTM Mentoring 
Program

DRTM Succession

Onboarding 2.0

DRTM 
Onboarding 

Candidate Info

Performance 
and Goals

DRTM Continues 
Performance 

Purge

DRTM Goals 
Management

DRTM 
Performance 

Reviews
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Main challenge – to align SF rules with SAP GUI rules:

No 1:1 mapping between the rules in the systems

Integration directions(-s)

Master and Slave systems

Retention period in SAP 10 years

Time reference: 
Last payroll run

Purging: 10 years 
after last payroll run
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• Standard SAP Helpdesk purging solution allows 
considering of retention period only

• Some of the tickets (having reference in SAP IT9007) 
beyond retention period still need to be retained

• SAP Helpdesk tickets cannot be purged directly in 
SAP Helpdesk – no access to SAP IT9007 from there

• The solution for SAP Helpdesk tickets’ purge should 
be made on SAP side

SAP Helpdesk tickets



© zalaris 2021 Page 23

• SAP Helpdesk is fully integrated in Zalaris data 
purging solution => we are compliant here

• If you have 3rd party Helpdesk/CRM solutions –
you should integrate with them

SAP Helpdesk tickets



Simplify work life. 
Achieve more.

How do we 
overcome 
complexity issues

1. All different – all equal: Tailoring the approach 
for the customer

2. Collaboration workflow: Transparency, 
decomposition, iterations

3. Going beyond SAP standard

4. Thorough risk management
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Purge too much actual/historical data:

Reason: Some of dependencies are not identified during analysis/implementation

Impact: Key processes (such as payroll, retroactive payroll run, reporting, audit) are blocked

Avoidance: Involving key process people

Mitigation: Rollback plan

Common pitfalls

Purge too little data:

Reason: People responsible for their processes are simply afraid to get rid / lost the data

Impact: GDPR requirements are not fully met

Avoidance: Identifying precise end-of-purpose moments for each piece of data

Mitigation: Involving more authorized decision-makers

Purging is not aligned with downstream / 3rd party systems:

Reason: Some of dependencies are not identified during analysis/implementation

Impact: Downstream / 3rd party systems are starving

Avoidance: Integration analysis

Mitigation: Rollback plan
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Purge of data in the end of purpose

Tools, user guide, 
recommendations / 

best practices

Manual purging

Requirements
Set-up of purging 

rules

Refining of the 
requirements

Purging on demand 
using most relevant 

tools

Ad-hoc requests 
(what, when, how 

much to purge)

GDPR-
compliance

☺

Set-up of purging 
rules

Requirements

No data 
purging



Have questions / need help? 

Don’t hesitate to contact us! ;)

Choosing of 
the approach

From 0 to full GDPR-compliance

GDPR Responsibility:
- Zalaris (Data Processor) 
- Customer (Data Owner)



Simplify work life. 
Achieve more.

Thank you!

We simplify HR and payroll 

administration, and empower you with 

useful information so that you can 

invest more in people.

Project manager, Jevgenijs.Jelniks@Zalaris.com

Jevgenijs Jelniks, Data purging


