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SAP cloud solutions an overview on DPP features

Volker Lehnert, SAP SE
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View of the Data Protection Officer
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determines the and means of the of

To understand the perspective of an Data Protection Officer: He will not ask for a single system or an

application only. He will ask who is the defining the of the end-to-end
of

Compliance is not reached, if the processing of personal data in any step of the end-to-end process are
matching the purpose.
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Additional GDPR definitions and examples

Ch

] Supervisory authorities are the administrative
Supervisory bodies in each EU Country (Art. 51 GDPR)
authorities empowered to control and decide on fines.

(\h ; ﬂ Third party/Recipient

Recipients are the bodies or persons which are

= - Eﬁ getting personal data disclosed
\J Third parties are the bodies or persons which

\ are either not under control of the controller, or

Controller

under the control of the controller but not
authorized which are getting personal data
Q disclosed

Data subject

Processor Practical consequence

Both are subject of additional obligations of the

PR
Third
._I_lparty/ controller. For instance of the

Recipient of the data subject to processing or the

(C) 2016 Datakontext GmbH in Gola, Jaspers, Miithlein, Schwartmann of the data
subject.

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER



Basic GDPR Definitions for Cloud

A is a natural or legal person, public authority, agency or
any other body which processes personal data “on behalf” of controller.

Controller determines the purpose
and the means of the processing of Personal Data

Controller fully responsible

Controller must be in ‘control’ of processing activities

Processor must not decide independently on processing activities
Processor must not use personal data for its own purpose

In SAP public cloud offerings
Our customer using our service remains the data controller
SAP becomes his data processor

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER



View of the Data Protection Officer: Public cloud
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determines the and means of the of

done by




Controller, processor and subprocessor

Rights of the data subject... always applicable

@
5

Data controller

Collection
Processing

Useﬂﬂ B
T

Data processor

Processing as
contracted only
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Subprocessor
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Data subject

Customers
Employees

The controller remains responsible for personal data
collected, and has to ensure that rights of the data subject.

Data processors have own obligations

Controllers must maintain a record of processing activities,
categories of data subjects, and categories of personal data

Data processors must maintain a record of the processing
categories on behalf of each controller



Security Safeguards: Technical & organizational measures (TOMs)

— Customer Realms .
— Video and sensor

— Separate system veillan
landscapes /\ surveillance
- L — Access logging
— Access restrictions
— Intruder alarm
systems

— Business L @) — Password policy
4

continuity — Strong authentication

. Physical Access =\ | -
management Data Separatlon y /- Access management
— Disaster recovery Control [ tool

plans / testing

Availability
Control Authentication
_ Segregation of TOM - Technical
duti . ]
_ Subeontractor Job Control organizational measures

Authorizations \ ~ Authorization
compliance / concepts
certification : — SAP security policies

. _ t
Transmission Disclosure and standards

— Change Mgmt

— Security checks and
Control Change Control penetration tests
Control
— Network Security F J"
RNAL process

— Encryption — Role-based access
— Logical data
: access concept
— Security Patch

— Data transfer
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SAP Cloud Solutions GDPR Compliance
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Operational framework for GDPR compliance

Data protection impact Data protection impact assessment of SAP cloud solutions and
assessment infrastructure components to identify and reduce the likelihood of risks

Data process mapping to declare and understand personal data flows

Map data processing and opportunities for additional compliance measures

% Implementation Vetting at multiple levels, including internal and external certification and
P attestation audits and subprocessor compliance assessments

Monitor development and operational processes to ensure alignment
with customers’ processes to enable quick resolution of potential issues

.
= N Monitoring
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How is SAP Cloud helping customers to be compliant with GDPR?

SAP is committed to help our customers be compliant with the EU General Data Protection Regulation
(GDPR) by building necessary features into our products, services and infrastructure.

SAP Cloud Product Enhancements

Logging at Field Opt-in and Opt-Out

Level Accountability

Visibility,
Rectification and
Portability

Personal Data
Deletion

Privacy by Design
and by Default

[[P=

Access to Data and Retention and

Logs Blocking Data Governance

Consent and Encryption in

Privacy Notice Transit / At Rest Data Subject info
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How is SAP helping customers to be compliant with GDPR?

SAP is committed to help our customers be compliant with the EU General Data Protection Regulation
(GDPR) by building necessary features into our products, services and infrastructure.

SAP Cloud Services Enhancements

Sub-processor Ongoing
Customer DPA compliance Compliance &
(MDPA, TOMS) Monitoring

DPO DPMS ROPA / PET

(Data Protection Management (Record of Processing
System) Activities)
International Dy
Transfers Awareness and
Education
(EU SCC)

(Data Protection Officer)

Special Categories

Data Breach
Notification

Privacy related

support Risk Management
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Key Customer Messages for SAP Cloud Solutions

Visibility,
Rectification
and Portability

Access to

Data and Logs

User Consent
and Privacy
Notice

SAP Cloud solutions shall provide visibility through a printable report -
or display function/ Ul to inform users about the personal data and preferences stored for them

The data belonging to a shall be exportable in a standard machine-readable format
Authorized users are allowed to edit and correct personal data

SAP Cloud solutions shall provide industry-standard authorization, authentication and role-based
access for customers and SAP admins

Ensure read-only access to change logs for personal data, read logging for special categories of personal data

No shared accounts, ticketing and workflow for
new / terminate / move / inactive users, single sign-on

Depending on the solution, explicit user consent shall be captured and logged, the Privacy Notice shall be
acknowledged before collecting any personal data

SAP Cloud solutions shall provide self-service opt-In and opt-out including logging to enable users to set
their preferences according to their needs. Preferences shall be set to the maximum restricted by default

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER 11



Key Customer Messages for SAP Cloud Solutions

Personal Data
Erasure

Data Breach
Notification

Privacy Impact
Assessment

Depending on the solution customers can individually delete or anonymize personal data, as user and role
management is in the hands of the customer administrator

Data retention times can be set per customer instance based on legal requirements and processing will be
restricted during that time
In any case general customer data deletion is performed upon contract termination

In addition to the SAP Cloud solutions support for customers regarding privacy-related questions and the
individual's exercise of rights. Data Breach Notifications are provided via the established Incident Response
Process including notification of the SAP DPO

In case of a personal data breach SAP cloud solutions provide full support for the data processor obligation
to notify of data breaches without undue delay. Customers can rely on an end to end process from the
recognition of a breach up to the customer notification via the established SAP support channels

Based on the initial register of processing activities (ROPA) and Data Protection Impact Assessments
(DPIA), SAP Cloud solutions shall provide ongoing support by continuous compliance maintenance

Data privacy impact assessments shall be fully integrated in product and process cycles to capture new
developments as well as major changes

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER 12



Examples data protection features in SAP Cloud

SAP Ariba SAP SuccessFactors SAP Hybris + Gigya
Collaborative Commerce Solutions Human capital management Omni-channel customer
for the Entire Purchasing Process (HCM) solutions facing commerce platform

SAP Ariba /\ Key Cloud Products

SAP Hybris (¥
SAP SuccessFactors () Y ( )

SAP Fieldglass P

SAP Fieldglass SAP Concur
Services to manage Travel and expenses
contingent labor staffing management services

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER 13



SAP Ariba data protection and privacy enhancements

All ilable in M
available in May 2018 release SAP Ariba

Product Process

PIl erasure upon contract termination ) and on
demand anonymization

Consent logging and customizable privacy notice

Pll change logging on field-level and access to
logs

Pll visibility 7, rectification ) and portability
Restricted processing
Self-service opt in — opt out ) and logging

Industry standard data access, authentication,
authorization and encryption mechanisms

Continuous improvement after May 25 (Phase 2):

enhance self-service, data deletion and retention
functionality, BS 10012 certification

") already available in the current product version

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER

Assistance to the customer (data controller) for
privacy-related questions, executing rights of
individuals, complaints and objections (via SAP
support channels)

Privacy breach responses: extension to IRP (via
SAP support channels)

Privacy notice update

Record of processing activities (ROPA)
Sub-processor compliance

Ensure internal compliance with DPMS / PET

Accountability (tools and certifications, privacy by
design and by default practice, risk assessment,
trainings, cross-border data transfer)

Ongoing compliance maintenance and monitoring
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Customizable Privacy Statements

Privacy Statements can be configured:

Using the Ariba Privacy Statement (as is in current product
version, but Ariba privacy statement updated for GDPR
compliance

Using a Custom Privacy Statement
Using no Privacy Statement (only cookie notice acceptance

Consent logging can be viewed and downloaded

AW Options... [Ful Refresh: -
N oo e ™

Privacy Statement

@ Welcome to use of an SAP Ariba cloud-based application

SAP Ariba's obligations as a processor of information you submitis governed by the agreement between SAP Arba and your company or organization, plicat
Cookie Notice.

P ki ial to make the site the user experience or provid By using you are using, you consent to the placement of these:
Gookies on that device,

The Procter & Gamble Company - Privacy Policy'is relevant to your use of this application.
Ihave read and | acknowledge the Cookie Notice and consent to the processing and transfer of my contact data as stated in the The Procter & Gamble Company

Policy
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AW Options... | Help~

Privacy Statement

[ ] wetcoms o 1 use o an SAP A loucbased aplatio. hi aplationdoss ot requt yu 1o et any personal date, s Kown 8 coract dta such a8 your name, el acress,phone rumber, ), but wsore
associated with users. In your use of this appii ‘contact data may be y or jurisdiction in which you are located.
‘SAP Ariba's obligations as a processor of your contact data are governed by the agreement between SAP Ariba and your company or organization, the liconse to use. i The Ariba Privacy P Aribals
practices at a high lovel.
Cookie Notice.
This site uses cookies to store information on your computer. Some cookies are essential to make our site work; perience or By using the site from the device you are using, you consent to the placement of

these cookies on that device. Read more about our s of cookios in the Ariba Privacy Statoment.

I have read and | acknowledge the Cookie Notice and consent to the processing and transfer of my contact data as stated in the Ariba Privacy Statement

Securty Disclosure _Privacy Statement _ Cookie Statement ) POWEREDBY b A 1B A
o0 e < in) localhost:8050, awh=r&awssk=fv2tmM42&rea P 0 7 © [ii J
[buy  /buyer_dev/o... /buyer_dev/o... [buyer_dev/o... /buyer_dev/o... [buyer_dev/o... Spend Mana.. Spend Mana... Spend Mana.. Spend Mana... Spend Mana... Privacy State... | +

SAP Ariba o womten.. | N

v

>

>

>

>

>

>

>

>

>

>

>

AW Options...
Helpv  Chad Noll v

HOME INVOICING CATALOG ADMINISTRATION MORE...¥ it fanage v

Audit Log

Site Manager
Data Import/Export

SSPAuditManagerSearchHint
Audit Log

Integration Manager

Search Filters: Add/Remove Search Filters
Master Data M:
aster Data Manager e o
Customization Manager
e No Choice v
User Manager
entType:  No Choice v

Email Notification Manager

Supplier Manager 1P Addre

Dashboard Manager

List All

v
Commodity Code Manager
Id Date | Event Type Real User Effective User Description Customer Site Node
Catalog Manager
03/02/2018
5725436 11:16:23  aribaAuditCommitNow.sso Chad Chad Noll Learter b el PACTE ) G (e Rk p2pTeSg buyerser
Budget Manager i Noll PasswordAdapter 1 Realm: p2pTeSg.
083/02/2018 8 ser Cl Pass apter a apte a Privacy Statemer
Contracts Manager 5725432 11:16:23  aribaAuditCommitNow.sso Chad Chad Noll User cnoll:PasswordAdapter1 has accepted Ariba Privacy Statement 5 roq buyerser
Noll agreement version: 1

painoienie

15




SAP Success Factors data protection and privacy enhancements
Available in May 2018 release

SAP SuccessFactors

Data Subject’s

Data Subject

Enables customers to generate a Data Subject Report containing all the

processing

Rights Info Report data subject’s personal data available in the system
Data Subject’'s | Data Purge / Enables customers to configure Data Retention Rules, and permanently
Rights Destruction purge / destruct Personal Data
g?g’fﬁt?UbjeCt’S Data Blocking | Enables customers to limit access to data within an application
Accountability Change Audit Enables customers to manage, record and report on Personal Data
changes

- : Enables customers to configure fields as Sensitive Personal Data (SPD);
Accountability Read Audit Manage, Record and Report on Access to SPD
Lawful basis for Consent Provides ability to obtain consent when a candidate applies, agrees to

receive future job postings (recruiting marketing/ management), etc.

© 2018 SAP SE or an SAP affiliate company. All rights rese

rved. | CUSTOMER
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Data Subject Information Report

Data Subject Search

= =3 ©

External Candidate Onboardee Search Workforce Planning
Search Search
Jseto s )

h external Jse to search Jse t

Person Search

Jse to search emy

nternal candidates andidate

Onboarding candidates andidate ¢
Wy with releva

Search Person

Stepher|

Stephen Dornback (UK11)

Stephen Edberg (42)

Stephen John (sjohn)

Stephen IMart (Mart)

© 2018 SAP SE or an SAP affiliate

Report Creation, Readiness Check & Availability

Back to Admin Center

Data Subject Search Configuration Reports

104 Reports

Name

EC_CORE10_14Feb2018_05_12_44
People

EC_CORE10_14Feb2018_08_25_57
People

Marcus_13Feb2018_03_38_00
People

admin FN_admin LN_13Feb2018_03_11_19
People

Marcus_13Feb2018_02_56_15
People

Jennifer_13Feb2018_02_49_19
People

Marcus_13Feb2018_02_48_09
People

Start Time

Feb 14, 2018 03:42

Feb 13,2018 18:56

Feb 13,2018 02:08

Feb 13,2018 01:41

Feb 13,2018 01:26

Feb 13,2018 01:19

Feb 13,2018 01:18

Data Subject Information

End Time

Feb 14,2018 03:44

Feb 13, 2018 18:59

Feb 13, 2018 02:09

Feb 13,2018 01:43

Feb 13,2018 01:28

Feb 13, 2018 01:20

Feb 13,2018 01:19

Status

A

A

2

2

2

2

2

= | Search
Actions
& >
& »
& »
& »
& >
& »
(& »

El

El

El

El

El

El

El
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Where to find more information

mit SAP

Volker Lehnert, Iwona Luther, Bjorn Christoph, and Carsten Pluder, Datenschutz
mit SAP: Der Praxisleitfaden zur EU-DSGVO-Umsetzung in SAP Business Suite
und SAP S/4HANA (SAP PRESS, 2017).

N
B
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c
v
Lol
0
Q

A detailed data-protection-focused discussion on LOA & POA. Available soon
in English

GDPR and SAP — Data Privacy with SAP Business Suite and SAP S/4HANA

Volker Lehnert, Katharina Bonitz, and Larry Justice, Authorizations in SAP

Software: Design and Configuration (SAP PRESS, 2010). [
GDPR and SAP’

Volker Lehnert, Katharina Stelzner, Anna Otto, and Peter John, SAP-
Berechtigungswesen, Konzeption und Realisierung (SAP PRESS, 2012).

A detailed security-based discussion on organizational topics

© 2018 SAP SE or an SAP affiliate company. All rights reserved. | CUSTOMER 18



Contact information:

Volker Lehnert
Senior Director Data Protection S/4AHANA
volker.lehnert@sap.com

WRun Simple
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No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its distributors contain proprietary software components
of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or warranty of any kind, and SAP or its affiliated
companies shall not be liable for errors or omissions with respect to the materials. The only warranties for SAP or SAP affiliate company products and services are those that are
set forth in the express warranty statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or any related presentation, or to develop or release
any functionality mentioned therein. This document, or any related presentation, and SAP SE’s or its affiliated companies’ strategy and possible future developments, products,
and/or platform directions and functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason without notice. The
information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or functionality. All forward-looking statements are subject to various
risks and uncertainties that could cause actual results to differ materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements,
and they should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered trademarks of SAP SE (or an SAP affiliate company)
in Germany and other countries. All other product and service names mentioned are the trademarks of their respective companies.
See http://global.sap.com/corporate-en/legal/copyright/index.epx for additional trademark information and notices.
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