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Disclaimer

SAP does not provide legal advice. The following presentation is limited to explaining and 
contextualizing technical features designed to help our customers comply with privacy 
requirements.

In order to understand the solution logic, the speaker presents his/her assumptions about the legal 
context, which generally corresponds to the assumptions that are also presented in "Data 
Protection with SAP", 2017, Lehnert / Luther / Pluder / Christoph and other publications.

The speaker expressly states that he/she is not a lawyer and that these statements are in no case 
to be understood as legal council.
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1. Deleting? Blocking? Context
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Temporal Use

Data Minimization
(Art. 5 Abs. 1 Lit. c)

Temporal Memory 
Limitation

(Art. 5 Abs. 1 Lit. c)

Deletion
(Art. 17)

Processing Limitation
(Art. 18)

Principles
(Art. 5)

Recipient Notification
(Art. 19)

Purpose Limitation 
(Art. 5 Abs. 1 Lit. b) 

Security of Processing
(Art. 32 Abs. 1)

Protection Infringement
(Art. 4 Nr. 12)

Datenschutz mit SAP, Lehnert et.al., 2017, Rheinwerk

Context Blocking and Deleting DSGVO
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Personal Data Lifecycle
Retention Period

Residence Period

Deletion
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Carla Customer
Regenbogenweg 1, 39761 Wolkenkuckucksheim

Communications Data
+49 610 9607207, Portal Account: KarKun

Payment Details
Allkreditbank. IBAN: DE1250090317064848989

Employment Contract Working Student / BA (04.2011 –
03.2014)

Service Contract Targeted marketing (12.2015)

Goods Purchased:
• aPhone + Maintenance Contract (3.2015)
• The Divine Comedy – Alighieri, D: (1.2017) 

Data on Carla Customer



9PUBLIC© 2018 SAP SE or an SAP affiliate company. All rights reserved.  ǀ

Nature of Business Relationship, Processing Purpose?

� Obviously, there are very different business relationships with Carla Customer, 

which partly necessitate other residence needs and retention periods.

� It may be useful to consider the different business relationships as different 

purposes.

� In addition to the legal economic assessment of whether these are different 

purposes, it must also be assessed whether different additional legal bases could 

be applicable

� In many cases, master data is data whose purpose depends on other purposes.

� Marketing data may be data, that possibly are justified by another justifiable fact, 

such as consent to the basis of agreement.
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Assumptions Regarding Provision and Storage
Purpose Active Provision Blocked Storage

Master Data Dependent on other purposes With related data Until the last affiliated A-
deadline ends

Payment Data Dependent on other purposes With related data Until the last affiliated A-
deadline for payment data
ends

Communications Data Dependent on other purposes With related data De Facto with master
data

Marketing Marketing Until consent is revoked or not renewed
after x years

None

Data on a Phone purchase
agreement and maintenance
contract

Settlement purchase agreement
Settelement maintenace
contract

Until the end of maintenance claims Until the last affiliated A-
deadline ends

Data on aPhone purchase
agreement „The Divine
Comedy “ 

Settlement purchase agreement During purchase agreement settlement / 
possibly reporting purposes

Until the last affiliated A-
deadline ends

Data on Service Contract Settlement service contract During service contract settlement / 
possibly reporting purposes

Until the last affiliated A-
deadline ends

Data on employment
contract

Settlement employment
relationship

During employment relationship and end 
settlement

Attention: deadlines
regarding pensions, 
insurance companies and
possibly health and safety
….
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Use in context of purpose

Personal Data?

NONo further consideration

YES

YES

Further processing allowed
NO

Apply a different retention period

YES

NO

Apply a different retention period
AND block data.

Delete data

When to Block and When to Delete

SAP Berechtigungswesen, Lehnert, et al , 2016, Rheinwerkverlag 



2. Deleting & Blocking Abstraction
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The purpose is determined by the person responsible.

Assumptions to Purpose (I)

In the context of ERP Software, the responsible person is frequently the 
individual company with legal capacity / accounting (company unit).
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Controlling 
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Controlling
Company C

SAP Berechtigungswesen, Lehnert, et al , 2016, Rheinwerkverlag 

Business within a Business Group
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The term „purpose“ is not defined

The processing purpose includes a comparable set of software-aided process 
steps for which the allegedly identical legal bases can be cited.

In our experience, the comparability of retention periods in a process is a 
necessary stipulation.

In any case, it is obvious that not only the responsible person (line organizational 
attribute) but also process attributes (process organizational attribute) are 
required to illustrate the purpose.

Assumptions to Purpose (II)
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Datenschutz mit SAP, Lehnert, et al , 2017, Rheinwerkverlag 

Purpose: Illustration of Line and Process Organizational Attributes I
3

2

1

4
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Purpose: Illustration of Line and Process Organizational Attributes I

Responsible Body 
„IDES AG Deutschland“

Responsible Body 

„IDES Corporation 
US“ 

Purpose „Medicine
Sales“

Purpose„Sale of
Goods“

30 
Jahre

6 Jahre

10 Jahre



18PUBLIC© 2018 SAP SE or an SAP affiliate company. All rights reserved.  ǀ

Assumptions to Purpose (III)

Hypothetically, we can assume a minimum of three to four different purposes.

• Employment Contract Working Student / BA

• Service Contract

Goods Purchased:

• aPhone + Maintenance Contract (3.2015)

• The Divine Comedy– Alighieri, D: (1.2017)



3. Deleting & Blocking Technical Complexity
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The „Total Interdependence“ of Integration I

SAP SF

SAP CRM

SAP SD

SAP FI

SAP PP

SAP 
Hybris

SAP EHS SAP SRM
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SAP Insurance Solution Scope

Policy Owner
Insured Person
Alternative Payer

Claimant
Beneficiary
Borrower

Casualty

Commission Recipient
Agent

Policy Management

Claims Management

Collections & Disbursements

Commission Management

Financial Asset Management

ERP Financials

CRM

ERP HCM

BW / Analytics

…

New Business

Claim

In Force Business

Document
Management

Guarantor
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The „Total Interdependence“ of Integration II

SAP SF

SAP CRM

SAP SD

SAP FI

SAP PP

SAP 
Hybris

SAP EHS SAP SRM

3rd Party

3rd Party

3rd Party

3rd Party

3rd Party



4. Deleting & Blocking …  in SAP S/4HANA
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When to Block and When to Delete

SAP Berechtigungswesen, Lehnert, et al , 2016, Rheinwerkverlag 

ILM 
Fristen

ILM 
Fristen

Use in context of purpose

Personal Data?

NONo further consideration

YES

YES

Further processing allowed
NO

Apply a different retention period

YES

NO

Apply a different retention period
AND block data.

Delete data
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Block Indicator in the 
master data

Blocked via 
Archive File

SAP 
ILM

SAP HCM PA
Time-dependent

Authorization

Deletion (via 
temporary archive

file)

EoP per Application
1

2

3

Deletion
(via temporary

archive file)
Deletion (Archive 

File)

7

6

Deletion (via data
destruction object)

54

SAP Berechtigungswesen, Lehnert, et al , 2016, Rheinwerkverlag 

Blocking and Deleting with SAP ILM



Really? 
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Blocking via Blocking Indicators

1 2
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To block a customer or vendor, use transaction CVP_PRE_EOP. 

Blocking a Customer or Vendor
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Display Blocked Customer
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Display Invoice Document



31PUBLIC© 2018 SAP SE or an SAP affiliate company. All rights reserved.  ǀ

Block via Archiving

1

2

In SAP S/4HANA, the archiving of transaction data is the method of choice.
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Display of Archived Sales Documents
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Display of Archived Accounting Documents
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Data Deletion

1
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Data Destruction for Archived Data

Transaction 

ILM_DESTRUCTION – DATA DESTRUCTION
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Transaction 

ILM_DESTRUCTION – DATA DESTRUCTION

Data Destruction of Data in the Databank via Data Destruction Object (Tr. 
ILM_DESTRUCTION) 
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Data Destruction of Data in the Databank (TR SARA) via ILM „Data 
Destruction“ of an Archived Object



6. Further resources relating to DSGVO & SAP 
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How SAP is implementing the 
requirements of the General Data 
Protection Regulation (GDPR) to 
best support its customers
Source: 
Cloud Trust Center

Datenschutz mit SAP, 
Lehnert/Luther/Pluder/ 
Christoph
Source: 
https://www.rheinwerk-
verlag.de/datenschutz-mit-
sap_4524/

Further information sources Data Protection and Privacy:

Getting ready for General Data 
Protection Regulation with 
Product and Services Compliance 
Part 1 and 2
Source: 
Part 1: Getting Ready

Part 2: Product and Services 
Compliance

Datenschutzanforderungen 
und ihre Unterstützung in 
HR-Systemen am Beispiel 
SAP ERP HCM 
(Lehnert/Dopfer-Hirth)
Source: 
HMD Praxis der 
Wirtschaftsinformatik.

Vereinfachtes Sperren und 
Löschen 
personenbezogener Daten 
in der SAP Business Suite 
Lehnert/Pluder
Source: 
www.datenschutz-
berater.de  Nr. 10/2016 

SAP Integrated Report 

2016 – Governance –

Security, Privacy, and Data 

Protection 

Source:
Integrated Report 

Will be available in 

English in September 
2018

https://www.rheinwerk-verlag.de/datenschutz-mit-sap_4524/
https://www.sap.com/about/cloud-trust-center/data-ownership-privacy.html
https://www.sap.com/about/cloud-trust-center/data-ownership-privacy.html
http://rdcu.be/kJ37
https://recherche.datenschutz-berater.de/document.aspx?docid=DSB1217282
https://www.sap.com/integrated-reports/2016/en/governance/security-and-privacy.html


Contact information:

Volker Lehnert
Senior Director Data Protection S/4HANA

volker.lehnert@sap.com

Thank you.

mailto:volker.lehnert@sap.com

